Programme, die Programme priifen

Andreas Zeller « Universitat des Saarlandes

EineF-16

(Nordliche Halbkugel)

EineF-16

(Sudliche Halbkugel)

Programme, die Programme prifen

Jeder Programmierer kennt die
Situation: Ein Programm lauft nicht so,
wie es soll. Ich stelle Techniken vor, die
automatisch

(a) die Ursachen eines Fehlverhaltens
finden - indem wir genau die Aspekte
isolieren, die das Zustandekommen
eines Fehlers verursachen;

(b) Programmfehler finden - indem wir
Anwendungen systematisch und
vollautomatisch testen; und

(c) vorhersagen, wo in Zukunft Fehler
auftreten werden - indem wir

maschinell lernen, welche Code- und
Pro7zesseinenschaften hisher mit

An F-16 fighter plane on the northern
hemisphere.

Why the northern hemisphere, you
ask?

Because this is what an F-16 on the

southern hemisphere would look like.
(BTW, interesting effect if you drop a
bomb :-)

From risks.digest, volume 3, issue 44:
o Since the F-16 is a fly-by-wire aircraft,
the computer keeps the pilot from

doing dumb things to himself. So if the
pilot jerks hard over on the

joystick, the computer will instruct the
flight surfaces to make a nice and

easy 4 or 5 G flip. But the plane can
withstand a much higher flip than that.

So when they were 'flying' the F-16 in
simulation over the equator, the

computer got confused and instantly
flinned the nlane nver killina the
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From risks.digest, volume 3, issue 44:
0 One of the first things the Air Force
test pilots tried on an early F-16

was to tell the computer to raise the
landing gear while standing still on

the runway. Guess what happened?
Scratch one F-16. (my friend says there

is a new subroutine in the code called
'wait_on_wheels' now...) [weight?]

(Folklore has it that the programmer
checked the height above sea level
rather than the height above ground -
AZ)

What camera crews depicted was truly
a disaster; carts jammed together,
damaged luggage everywhere, some
bags literally split in half, and the
tattered remains of clothing strewn
about causing subsequent carts to
derail. Finally, adding insult to injury,
half the luggage that survived the
ordeal ended up at the wrong terminal.



http://www.aeroxp.org/2009/01/lesson-
on-infinite-loops/
http://www.youtube.com/watch?
v=fYTJ9v2vsaE
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Der erste Bug

9. September 1947
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und deren Eigenschaften:

Retrieved by a technician
from the Harvard Mark II
machine on

September 9, 1947.

Now on display at the
Smithsonian, Washington



Wo sind die Fehler?

[ XaXs) Bug 218167 - Using declare @field crashes Aspect) compiler in certain circumstances

[« ~ L& =] A [ A N@I| e Jl )]+ | Bhus.//5ugs ectipse.oralbugs/show bug.comid=218167 =a-

J\C“pse @ BUGS

Bugzilla - Bug 218167 Using declare @field crashes Aspect) compder in centain circumstances  Last modified: 2008-02-07 12.02:15 -0500

Hamal News Searsh | Find 1 Hoports | Reguaatal New Account Loa I Terms of Use

[~ Details —Peogle-
Summary: Using declare @field crashes Aspect) compiler in certain .. Reponter: Andrze] Wasylkowski <elessar@odnmail.net=
[Tools] Bug#: 218167 Hardware: All 3 15 in -i0box @ >
Product: Aspoct) 0S8 AN QA Contact
Component: Compier Version: unspecified €C: | andrew.clement@gmall.com
Status: RESOLVED Priority: P3
Besolytion: FIXED Severity: critical
Target Milestone: 1.6.0 M2

URL
Whiteboard:
Keyweords.
Depends on:
Blocks.

(proposed patch, testcasa, otc.)

Ve rsionen‘

Such software archives are being
used in practice all the time. If
you file a bug, for instance, the
report is stored in a bug
database, and the resulting fix is
stored in the version archive.



Fehler auf
Code abbilden

Fehler Versionel

Macht - le mehr

Erfahrung einen SE ahrung, desto
Unterschied? mehr Fehler!

These databases can then be
mined to extract interesting
information. From bugs and
changes, for instance, we can tell
how many bugs were fixed in a
particular location.



Oder die Geschichte?

Wir haben hier
viele Fehler
gefunden...

* Dann sind dort
noch mehr!

Wie steht es mit Metriken?

Korrelieren Metriken

|
mit Fehlerdichte? Manchmal!

Programmiersprache!?

Sind gotos

schidlich? Keine Korrelation!




Ok. Problembereich?

~ importe
extends °
implements

Welche Tokens
sind relevant?

nsIPrivateDOMEvent.h

nsReadableUtils.h

Vorhersage Komponente Tatsache
nsDOMClasslnfo
SGridRowlayout 95
Xpcprivate
jsxml

nsGenericHTMLElement

jsgc

6
2
8
3
nsISEnvironment .

jsfun |

nsHTMLLabelElement

nsHttpTransaction 35




® Wissen, wo die Fehler sind

e Kalibrieren der Fehlervorhersage

® Wissen, wo die ndchsten Fehler sind

® Vollautomatisch!

. Tom Mens
Serge Demeyer (Eds.)

-
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- :
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5_\ Springer

Sogar das heute
journal hat einen
Bericht gebracht -
seitdem bin ich
bekannt aus Funk
und Fernsehen :-)



Wo sind die Fehler?

Erogramm

Wo sind die Fehler?

Es gibt viele

U  Werkzeuge, die HEGOR Y

8 generische Fehler
il finden - aber wir
wollen spezifische
¢ Fehler finden!

Testen

0..‘

-»

Edgar Degas: The
Rehearsal. With a
rehearsal, we want
to check whether
everything will
work as expected.
This is a test.



Mehr Testen

Big- boy om

Noch %e’hr Testen K

Again, a test. We
test whether we
can evacuate 500
people from an
Airbus A380 in 90
seconds. This is a
test.

And: We test
whether a concrete
wall (say, for a
nuclear reactor)
withstands a plane
crash at 900 km/h.
Indeed, it does.

We can also test
software this way.
But software is not
a planned linear
show - it has a
multitude of
possibilities. So: if
it works once, will
it work again? This

ic +tha FrAantrAal iceciin



Software ist vielfaltig

Software ist vielfaltig
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Software ist vielfaltig
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We can also test
software this way.
But software is not
a planned linear
show - it has a
multitude of
possibilities. So: if
it works once, will
it work again? This

ic +thAa FrAantrAal iceciin

The problem is:
There are many
possible
executions. And as
the number
grows...

and grows...



and grows...

Software ist vielfaltig
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and grows...
Software ist vielfaltig

...you get an
Testen infinite number of
possible
executions, but you
can only conduct a
finite number of
tests.

e —————————————_—————————————————"—————————————————————————————
Konfigurationen




...and this was
something the first
testers also needed
to realize.

With testing, you
pick a few of these
configurations -
and test them.

Konfigurationen

So, how can we

Was testen? cover as much
I I behavior as
possible?

Wie decken wir

soviel Verhalten ab
wie moglich?

B ——————————— Y —————

Konfigurationen




Funktionales Testen

Fehlschlag (wertvoll)! Fehler sind im ...aber in einigen

m Kein Fehlschlag allgemeinen selten... Bereichen dicht

Eingaberaum

Ziel:Aus jedem Bereich wenigstens Funktionales Testen = Eingabe in
eine Ausfihrung erhalten Aquivalenzbereiche aufteilen

-
subsumes

Struktur-

Te sten Boundary Compound

interior testing condition testing
MC/DC testing

: Branch and
LCSA) testing condition testing

Branch testing

Basic

Statement cesting condition testing

4' imcg\fdecode(char“goded,char“decoded) l* \ While the program is exeCUted’ one
¥ ~ statement (or basic block) after the
{ char *eptr = encoded; K/ ’ th H d H t d t
‘c;]r;aorl:Zpg;wdeooded; j O er IS Covere - I-e-, eXeCu e a
least once — but not all of them. Here,
=D the input is “test”; checkmarks indicate
—
else (T/\/ Eﬂdigitﬁhigh:HexﬁVaIues['(++eptr)];
\/ if

ﬁFa\s

executed blocks.
*dptr=""
! —
“dptr = "eptr; int digit_low = Hex_Values[*(++eptr)];

(digit_high == -1 || digit_low == -1) { y,

v False—)gTrueﬁv

else
*dptr = 16 * digit_high + digit_low;
}

*dptr = "0
return ok;

}




4' int cgi_decode(char *encoded, char *decoded) l*
[0 "
1 test

{ char *eptr = encoded;

0, char *dptr = decoded;
100% int ok = 0;
75%
50%
T
*dptr="";
25% d
b R int digit_high = Hex_Values[*(++eptr)]; G
0% dptr = "eptr; int digit_low = Hex_Values[*(++eptr)];
o if (digit_high == -1 || digit_low == -1) {
Coverage
——False—F—Te—,
“dptr = 16 * digit_high + digit_low;
}
f ‘ ++dptr; V
“dptr =0 | +reptr :
return ok;
}
4' int cgi_decode(char *encoded, char *decoded)
i
{ char *eptr = encoded;
0, char *dptr = decoded;
100% intok = 0;
75% while (“eptr) { | | 4
ﬁFals True
‘eptr;
50% ="){
s
*dptr="";
25% )
else int digit hiah = * -
N - int digit_high = Hex_Values[*(++eptr)];
0% dptr = "eptr; int digit_low = Hex_Values[*(++eptr)]: G
° c if (digit_high == -1 || digit_low == -1) {
overage
vﬁFalse—)gTrueﬁv
*dptr ="0";
return ok;
}
4' int cgi_decode(char *encoded, char *decoded) l* l
T a
{char *eptr = encoded; . | % A l
o, char *dptr = decoded; d 13 i1
100% ——— intok=0; %3d
75% while (*eptr) { V
ﬁFals True
50%
25%
b R int digit_high = Hex_Values[*(++eptr)];
0% dptr = "eptr; int digit_low = Hex_Values[*(++eptr)];
o i if (digit_high == -1 || digit_low == -1) {

Coverage hFalse—LTmeﬁv

{
*dptr = 16 * digit_high + digit_low
}

++dptr;

k.
*dptr ="0";
return ok;
}

The initial coverage is 7/11 blocks =
63%. We could also count the
statements instead (here: 14/20 =
70%), but conceptually, this makes no
difference.

and the coverage increases with each
additionally executed statement...



4' int cgi_decode(char *encoded, char *decoded) L untll We reaCh 1 OOOAJ bIOCk Cove rage

T - FW (which is 100% statement coverage,
% ' 3 too).

{ char *eptr = encoded;
0, char *dptr = decoded;
4 «“os 9
75% .
50%
25% (.
int digit_high = Hex_Values[*(++eptr)]; L7
0% int digit_low = Hex_Values[*(++eptr)];
o if (digit_high == -1 || digit_low == -1) {
Coverage
3 ——False——Te—,

*dptr ="0";
return ok;

}

http://www.aeroxp.org/2009/01/lesson-
on-infinite-loops/
http://www.youtube.com/watch?
v=fYTJ9v2vsaE

D/ Get #years, #days since 1980
0 qY/SHE=R——
year = 1980;
while (days > 365) {
if (IsLeapYear(year)) {
if (days > 366) {
days -= 366; year += 1;
¥
3
else {
days -= 365; year += 1;

All these
techniques attempt
to find the needle
in the haystack...

Konnen wir den Test automatisieren?




Automatisierung

e Automatisches Ausfiihren
e Automatisches Generieren

e Automatisches Prifen

As an example,
New contact | New category | b}
% Firstname  Last name E-mail Phone Mobile ja All I e r e S t e

;James S. Roebuck JamesSRoe... 561-888-... 561-888-... Contractors
Naomi D. Long NaomiDLo... 390-12-5... 390-12-1... _

KarenL.  Lloyd KarenLLlo... 228-76-1... 228-76-... ] Customers Ad d re S S b O O k
|Jean R. Voigt JeanRVoigt... 610-344-... 610-344-...| | Employees
Douglas L.  Green DouglaslG... 612-615-... 612-615-... |*| ¥ [&ll Suppliers

g program: a simple

| | | Java application

which manages a
e ae— set of contacts that
can be entered,

searched, and

|Fredericksburg, VA 22408|
.
'aladalBEl aVa) A it~

Capture + Replay

e Wir kdnnen Tastatur und Maus aufzeichnen

e ...und nach Belieben wieder abspielen!




As an example,
New contact | New category |

j First name Last name E-mail Phone Mobile ‘ﬁ All I h e re S t I I e

|James S. Roebuck JamesSRoe... 561-888-... 561-888-... Bl Contractors
Naomi D. Long NaomiDLo... 390-12-5... 390-12-1... = _

Karen L. Lloyd KarenLLlo... 228-76-1... 228-76-... ] Customers Ad d re S S b 0 O k
|Jean R. Voigt JeanRVoigt... 610-344-... 610-344- .. Employees

|Douglas L. Green DouglasLG... 612-615-... 612-615-... || ¥ [l Suppliers

Europe

program: a simple
| Java application

o (] () which manages a
T = set of contacts that
can be entered,

Wer definiert all die Tests!? Searched, and

Av~iinnA ThnEA

Here’s a test case generated by
Randoop. It's >200 lines long...

Zufallstesten

public class RandoopTest0 extends TestCase {

public void test8() throws Throwable {
if (debug) System.out.printf("%nRandoopTest0.test8");

AddressBook var0 = new AddressBook();
EventHandler var1 = var0.getEventHandler();
Category var2 = var0.getRootCategory();
Contact var3 = new Contact();

AddressBook var4 = new AddressBook();
EventHandler var5 = var4.getEventHandler();
Category var6 = var4.getRootCategory();

String var7 = var6.getName();
var0.addCategory(var3, var6);
SelectionHandler var9 = new SelectionHandler();
AddressBook var10 = new AddressBook();
EventHandler var11 = var10.getEventHandler();

AddressBook var65 = new AddressBook(); ... and in the end, it fails. What do you
EventHandler var66 = var65.getEventHandler(); do now?
Category var67 = var65.getRootCategory();

Contact var68 = new Contact();

Category[] var69 = var68.getCategories();

var65.removeContact(var68);

java.util.List var71 = var65.getContacts();

AddressBook var72 = new AddressBook();

EventHandler var73 = var72.getEventHandler();

Category var74 = var72.getRootCategory();

EventHandler var75 = var72.getEventHandler();

SelectionHandler var76 = new SelectionHandler();

actions.CreateContactAction var77 = new actions.CreateContactAction(var72, var76);
boolean var78 = var77.isEnabled();

AddressBook var79 = new AddressBook();

EventHandler var80 = var79.getEventHandler();

Category var81 = var79.getRootCategory();

String var82 = var81.getName();

var77.categorySelected(var81);

Category var85 = var65.createCategory(var81, "hi!");

String var86 = var85.toString();

Category var88 = var0.createCategory(var85, "exceptions.NameAlreadylnUseException");




Zufallstesten

e Einfach zu realisieren...

e ...aber erzeugt viele unsinnige Tests!

The catch is: There’s never more than
800 Address Book : one addressbook! So the Randoop test
N iy [tiewcaiegons. ) makes little sense, because it violates

% First name Last name E-mail & ja All

James s, Roebuck  JamesSkoe 35 RS N AN an implicit precondition. When testing
@ ,.V‘ | Europe
x application itself, which has *0

|NaomiD.  Lon NaomiDL Y
oy Lo : the Addressbook classes, Randoop
- us. them are false, pointing to an error in
| : & | problems.
First name |Karen L. E-Mail KarenLLlo i 1o 71
Last name | Lloyd . @w

Karen L. Lloyd ~_ KagenLLlo -1y ] oy

|Jean R. Voigt e igt. _| Employees .

Dougls L Green % . : e|v @ supptiers detects * 112 failures. However, all of
the generated test case rather than the

Phone 228-76-1230

Mobile

Notes

A simplified version of the above. If you
use two address book objects and

Ei n Feh Ia I a rm make one’s category depend on one

the other, it’ll crash.

public class RandoopTest0 extends TestCase {
public void test8() throws Throwable {
if (debug) System.out.printf("%nRandoopTest0.test8");

AddressBook al = new AddressBook();

AddressBook a2 = new AddressBook();

Category alc = al.createCategory(al.getRootCategory(), "alc");
Category a2c = a2.createCategory(alc, "a2c");




System-Tests

e Erzeuge Tests fur die Bedienoberflache
e Jede Eingabe ist korrekt

e Keine Fehlalarme

Genetische
Algorithmen

opulation opulation Solange nicht Beste
initialisieren bewerten fertig Losung

& -gh
Itern

auswahlen

ern
rekombinieren

Eingaben Abdeckung

\

Population Population Solange nicht Beste
initialisieren bewerten fertig Losung

- -gh -
Itern Zweig-

auswahlen Abstand

s Mutation

rekombinieren  der Eingabe




Zweigabstand

void landscape_example(int 1, int j) {
i Gio =l 0L 8t — 200 0
jife Can— 0. 88—l 00
// target statement
VA
} |
¥ o
i Wie dicht sind wir
an diesem Pradikat?

Suchlandschaft

What I'm going to demo you now is our
prototype called EXSYST, for
Explorative SYStem Testing. EXSYST
takes a Java program with a graphical
user interface, such as our
Addressbook example. It then
generates user inputs such as mouse
clicks or keystrokes and feeds them
into the program. What you see here is
EXSYST clicking and typing into the
address book program; at the top, you
see the statement coverage achieved
so far. (Normally, all of this takes place
in the background, so you don't see it,
and it is also much much faster).

0.00%

At first, these inputs are completely
randnm Aas vaoll can see in these initial




Erzielte Abdeckung

Randoop Exsyst

0% — o o e S5
Addressbook  Calculator TerpSpreadSheet TerpWord  TerpPresen 4

sSRoe... 561-888-... 561-888-...
aomiDLo... 390-12-5... 390-12-1...

nLLlo... 228-76-1... 228-76~-...
anRVoigt... 610-344-... 610-344-...| |

aslG... 612-615-... 612-615-... |"| ¥

First name |Karen L. E-Mail KarenLLloyd@e), | Agply 71 '
Last name | Lloyd Second e-mail  Karen@CreditCa
Phone 228-76-1230 URL  http://www.crec

Mobile 228-76-8710

Notes {1673 Jehovah Drive
|Fredericksburg, VA 22408|

Dijkstras Fluch

Testen kann nur die Anwesenheit

von Fehlern zeigen,
doch nicht deren Abwesenheit

_—
Konfigurationen

The results are
clear. Although it’s
going through the
GUI, EXSYST
achieves a far
higher coverage
than Randoop.
Here are the results
for * Addressbook

AanAd *¥%% flarnAa mMAara

EXSYST found
failures in all five
programs which
can be invoked
with a few simple
iInputs. In
AddressBook, for
instance, if you
press the Apply

Ihiit+Ann wnirhAn

But still, testing
suffers from what |
call Dijkstra’s curse
- a double
meaning, as it
applies both to
testing as to his
famous quote. Is

there something
thatr FAn FinA +hA
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Abstraktion

Programmbeweise

Konfigurationen

Programmbeweise

Konfigurationen

Programmbeweise

—}
Konfigurationen

Areas missing
might be: the
operating system,
the hardware, all of
the world the
system is
embedded in
(including humans!)



AuBler Kontrolle

Moderne Programme sind nicht mehr zu beweisen:

Javascript Web Backend
. —
Program Service Program

e Mehrere Sprachen

e Obskurer oder nicht verfligbarer Code

There’s a reason why
verification today

L4 Ve rtei Ite AUfrUfe focuses on embedded

everything under

— Top Saes
(4 QElA AllR PP +* O
00 (0 B wewtille Mues Wov fuay Papens Besswche Applet Toawelv Wapv Mimys Sachv Camicis Tadav

Plus, embedded systems
are moving into this very
direction (Bosch,
internet of things, and
30 0n).

Mark Zuckerberg

-+ [ tp:/ fwww facebook.com/zuck & | (Q- mark zuckerberg facebook @

Mark Zuckerberg
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Go to “htto:/ fwww.facebook com/photo phpbid = 98069020074 1 &set <.

Well, everyone has. You start a
browser, you have it all. None of this is
what program analysis can handle
these days. We're talking scripts, we’re
talking distributed, we’re talking
amateurs, we’re talking security.



Webmate

trywebmate.com

Enter URL Test!

Web-
Entwickler

Webmate

Webanwendung 1

L)\ Alternative
7 Browser

%'> v - &) Frihere |

¥V Versionen

AN\ ,
() Zusicherungen




Webmate

trywebmate.com

$ ! Open fails in IE6

! Edit behaves differently

We might not be

Das Beste aller Welten able to cover all
abstraction levels
in all

S configurations, but

E we can do our best

< to cover as much
as possible.

Konfigurationen

Wo sind die Fehler?




